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Aim (Cont...)

Detailed IP information of Pakistan was not available as a
directory prior to this study

May be not to general public
= It's generally not known how to harvest this information
e Through websites?

e Asking?
e Using tools?




Aim (Cont...)

= [his information leads to subtle clues about state of
networks in our country. Assigned IP blocks listing
serves as a directory to lookup an IP and tell exactly if
it belongs to a Pakistani network service provider.

= [he other detail gathered(fprovides vital information
0

about network’s devices (for example router’s

operating systems) and names and version of web
Servers in use.

= [his information combined with vulnerability
assessment data is more than enough to show where
networks of Pakistan can be attempted for
exploitations.




What Was Enumerated?

IP ranges assigned to Pakistan
Network Service Providers (NSPs) operating in Pakistan

Detailed information (ex: services, vulnerabilities) on NSPs

w/0 contacting them —using only available to all and free
means




Operations Performed




Operations Performed (Cont...)




Operations Performed (Cont...)




Operations Performed (Cont...)




NSPs Info

s 53 Network Service Providers
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Web Servers In Use

@ Apache

B Microsoft lIS
B Unidentified
B Netscape




Serving Through Region

M Pakistan

B US

B South East
Asia
B Unidentified
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Traceroute

Location Tzone Network
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P Resolution

A
Resolved IP Addresses
CyberNet
Host IP Host IP
smip.cyber net.pk 202 163.96.5 detector.cyber.net.pk 202 163.96.75
nsl.cyber.net.pk 202 163.96.4 angel. cyber.net. pk 202 163.96.76
ns. cyber net. pk 202 163,963 intruzion.cyber.net. pk 202 163.96.78
antivirus, cyber.net.pk 202 163,966 security.cyber. net.pk 202 163.96.62
shiffer.cyber.net. pk 202 163.96.8 nms.cyher.net. pk 202 163,96 .89
e3000. cyber net.pk 202163969 knowledge. cyber.net.pk 202 163.96.590
shifferl cyber.net.pk 202163967 ftp.cyher.net. pk 202 163.96.158
datacenterd cyher.net.pk 202 163.96.10 hgnotes.cyber.net.pk 202 163.96. 166
smipZ.cyber.net. pk 2021639615 cybernt. cyber.net. pk 202 163.96. 165
datacenter! . cyber.net.pk 2021639611 bluefin. cyber.net. pk 202 163.96. 165
rhino. cyber.net. pk 202 163.96.14 datacenterd.cybernet.pk 202 163.96.180
wehmail cyber.net. pk 202 163.96.15 praxyS. cyber net. pk 202 163.96. 145
canman.cyber net.pk 202 163.96.21 arena.cyber.net. pk 202 163.96.170
smtpl.cyber net. pk 202 163.96.43 dexter.cyber.net.pk 202 163.96.171
antirus|.cyber.net.pk 202 163.96.35 wanend. Cyber net. pk 202 163.96. 1685
denver.cyber.net. pk 202 163.96.52 oldsniffer.cyber.net.pk 202 163,96, 150
flamingo.mercury.net.pk 202 163.96.51 relay.cyber.net.pk 202 163.96.1353
chkpnt.cyber.net pk 202 163.96.68 nzd. cyber.net.pk 202 163,960,142
snort.cyber.net.pk 202 163.96.72 ns3.cyber.net.pk 202.163.96.143
datacenterd. cyber.net.pk 202 163.96.71 penguin.cyber net. pk 202 163,960,242
test.cyber.net pk 202 163.97.78




Weh Servers
1P

HTTP Info

Hostname

Port Code Auth

Server

SATNet

1 202.1533.64.19
2 202.133.64.2213
3 202.133.64 26
4 202.1353.64.5

f 202.133.64 .51
b 202.133.64.10
20213364 2

8 202.1353.64.7

8 202.133.64.133
10 202.1533.64.57
11 20215364240
12 202,133 64 .67
13 202.153.64.141
14 202.133.64.24
15 221593 64 26

mail hbfc.cam.pk
[Unknawn]
[Unknown]

wanwy. sat. net pk
[Unknown]
nms.sat. net pk
pop.sat.net. pk

oracle.sat.net.pk
[Unknown]
[Unknawn]
[Unknown]
[Unknown]
[Unknown]
download. sat.net. pk
[Unknown]

g0
50
&l
50
&l
50
gl

200 Mone
401 Basic
403 Maone
200 Maone
200 Maone
401 Basic
200 Maone

400 Maone
404 Maone

0 Mane

0 Maone
400 Maone
400 Maone
404 Mone
404 Maone

Apachel1.3.27 (Unix)
FOT-828/2.01

Microsoft-11545.0
Apache1.3.27 (Unix)
[Unknown]

Apachef1.3.22 (Unix)
Apachef.3.27 (Unix)
Apachel1.3.12 (Unix) Apachelzend .1
mod_=sl2.b.4 Open35L0.59 54
mad_perl/1.22

[LInknown]

[LInknawn]

[LInknown]

[LInknown]

[LInknown]

Microsoft-115/45.0
Micrasoft-11545.0




A

SHMP - Simple Hetwork Management Protocol

Superhet

SATHet

IP

Ports String

Response

SuperNHet
203.130.2.12

203.130.2.34
203.130.2.129
203.130.2.178

203.130.2.243

203.130.2.250

203.130.2.34
203.130.2.129
203.130.2.250
SatNet

202.133.65.54

161 public
public
public
public

public

public

private
private

private

Linux help 2.2 16-22smp #1 SMP Tue Aug 22 16:39:21 EDT 2000 656

Cisco Internetwork Operating Systemn Software 105 (tm) 7200 Software (C7200-G515-M), Wersion 12.2(1a)XC4,
RELEASE SOFTWARE (fc1). TAC Support: http:/fveww. cisco.comdftac. TAC: Home: Software: los
General:CiscolOSRoadmap: 12 2(1a)=C2.. Copyright (c) 1986-2002 b

HF ETHERMET MULTI-ENYIRONMENT ROM A 0317 JETDIRECT JD24 EEFROM A.04.09

Hardware: x86 Family 15 Model 2 Stepping 4 AT/AT COMPATIBELE - Software: Windows 2000 Yersion 5.0 (Build 2195
Multiprocessor Free)

Cisco Internetwork Operating System Software 103 {tm) C2ZE00 Software (C2600-1-M), Wersion 12.0010), RELEASE
SOFTWARE (fc1).. Copyright (c) 1986-2000 by cisco Systems, Inc...Compiled hMon 20-har-00 23:30 by phanguye
Cisco Internetwork Operating Systern Software 105 {tm) 7200 Software (C7200-G515-M), Wersion 12.201a)XC4,
RELEASE SOFTWARE (fc1). TAC Support: http:/Aeeww. cisco.comdftac. TAC: Home: Software: los

General: CiscolOSRoadmap: 12 2(1a)<C2. . Copyright (c) 1986-2002 b

Cisco Internetwork Operating System Software 105 (tm) 7200 Software (C7200-G515-M), Wersion 12.2(1a)XC4,
RELEASE SOFTWARE (fc1). TAC Support: http:/feeww. cisco.comdtac. TAC: Home: Software:los
General:CiscolOSRoadmap: 12 2(1a)=C2. . Copyright () 1986-2002 b

HF ETHERMET MULT-ENIROMNMENT ROM A D317 JETDIRECT JD24 EEFROM A.04.09

Cisco Internetwork Operating System Software 105 (tm) 7200 Software (C7200-G5IS-M), Wersion 12.201a)XC4,
RELEASE SOFTWARE (fc1). TAC Suppart: http:/fwewn. cisco . comdfac. . TAC: Home: Software:los
General:CiscolO3Roadmap: 12.2{1a)<C%. . Copyright (c) 1986-2002 b

Hardware: x86 Family & Model 8§ Stepping 1 AT/AT COMPATIBLE - Software: Windows 2000 %ersion 5.1 (Build 2600
Unipracessor Free)




DS Qevery Results for Pakistan's Official Sites [ GOW)
A, AXFR, CHAME, HINFO, MAILE, MB, MG, MINFO, MR, W, N3, PTR, RP, SOA, TAT, WKS,

Header:
(D=20427
Authoritative Answer=No
Recursion Desired=Yes
QDCOUNT=1
Cuestion:
name{=jwww._chr.gov.pk
Angwer Section:
- name(=www. chr gov. pk
Type=A,
[P Address=66.201.122.3
Authority Records Section:
- name(=jcbr.gov.pk
Type=N3S
Mame Server=ns1.cybercon.com
- name(=jcbr.gov.pk
Type=N3S
Mame Server=ns2.cybercon.com
Additional Records Section:
- name(=ins1.cybercon.com
Type=A,
[P Address=216.15.129.2
- name(=ins2.cybercon.com
Type=A,
[P Address=216.15.129.3

CIF=FResponse
Truncation=Mo

Recursion Available=Yes
ANCOLMNT=1

QTYPE=ALL

Opcode=0QUERY

MSCOLNT=2

QCLASS=T

TTL=¢BE207 (21 Hours 20 Minutes ¥ Seconds)

TTL=¢BE207 (21 Hours 20 Minutes ¥ Seconds)

TTL=¢BE207 (21 Hours 20 Minutes ¥ Seconds)

TTL=1366 (22 Minutes 46 Seconds)

TTL=75891 (21 Hours 4 Minutes 51 Seconds)

RCODE=MO ERROR

ARCOLUNT=2

ROLEMNGTH=4

ROLEMGTH=18

ROLENGTH=H

ROLEMNGTH=4

ROLEMNGTH=4




Services (Range 1 > 139)

B Digicom
B MegaNet
B BestNet
B OrbirNet
O SATNet
B Fascom
0O GemNet
B Paknet

O CyberNet
B FibreNet
B CubeXS
B BrainNet
O Gerrys

O SuperNet
O Netsollr
O Dancom
Eliqra

B Compunet
B InstaNet
B Netlinx

B ClickNet
B Akunet

B GoNet

B Multinet




Services (Range 1 > 139) Cont...
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Count - ISP Wise

B

Services [Class C scanned for ports 1-139)

TOC
Sr Mo

Services lndex
IP

Host Hame

Protocol

184
185
186
187
188
159
190
19
192
193
194
195
196
197
198
199
200
2m
202
203
204
205
206
207
203

202.163.96.191
202.163.96.191
202.163.96.191
202.163.96.191
202.163.96.191
202.163.96.191
202.163.96.191
202.163.96.191
202.163.96.191
202.163.96.191
202.163.96.191
202.163.96.191
202.163.96.191
202.163.96.191
202.163.96.191
202.163.96.191
202.163.96.191
202.163.96.191
202.163.96.191
202.163.96.191
202.163.96.191
202.163.96.191
202.163.96.191
202.163.96.191
202.163.96.191

1 tcpmux
2|compressnet
3|compressnet
4 #

Slrje

B #

7 echo

g #

9 discard
10#

11 systat
12 #

13 daytime
14 #

15 #

16 #

17 qotd

18 msp

19 chargen
20 ftp-data
21 ftp
22 ssh
23 telnet
24 any
25 smtp

TCPPontServiceMultiplexer
hanagementUtility
CompressionProcess
Unassigned
RemotelJobEntry
Unassigned

Echa

Unassigned

Discard

Unassigned

Activelsers

Unassigned
DaytimelRFC3E7
Unassigned
Unassigned[wasnetstat]
Unassigned
CluoteoftheDay
hessageSendProtocol
CharacterGenerator
FileTransfer[DefaultDatal]
FileTransfer[Cantral]
soHRemoteloginProtocal
Telnet

privatermnailsystem
simplebdailTransfer




Count - Services Wise

D

Service wise totals
Port Service Total SatMet SuperHet CyherNet Fascom CubeXS Akunet BrainNet Dancom Compulet GemMNet
1| TCPPortServicetultiplexer a 0 1 0 1 0
2 ManagementUtility
3 CompressionProcess
4 Unassigned
5 RemoteJobEntry
B Unassigned
7 echoEcho
8 Unassigned
9 Discard
10 Unassigned
11 Activellsers
12 Unassigned
13 daytimeDaytime(RF CBE7)
14 Unassigned
15 Unassigned[wasnetstat]
16 Unassigned
17 gotdQuntecftheDay
18 MessageSendProtocal
19|CharacterGenerator
20 FileTransfer[DefaultDiata]
21|FileTransfer[Control]
22 S3HRemoteLoginProtocol
23 Telnet
24 privaternailsystem
25 smtpSimpleMailTransfer
26 Unassigned
27 NEWUserSystemFE
28 Unassigned
29 MEGICP
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1
1
1
1
2
1
2
1
1
1
2
1
1
1
2
1
2
1
5
3
3
1
4
1
1
1
1




Vulnerable (Apache Chunked)

B Gerry's
B Netxs

B Comsats
B Amzt

O Digicom
B Insta

O Brain

B Dancom
0O Netlinx
B Super
BWOL

B Comp

0O Fascom
0 Go

O Satnet
O SSUET




Specific Examples




Comprehensive Report

= An ISP giving out SNMP and vulnerability info

Scan target : 203.130.2.1-203.130.2.254 [ 21 computers found ]

IP Address_[Details|Hostname|usernamel __oOperating System

130.2.1 probably Unix
probably Unix
probably Unix

probahbly
probably Unix
Windows

B &  help Linws
probably
Windo
probably Unix
probably Unix

2§
n
i
. R
n
n
A
2§
n
A
2§
n
A
A w,
i

= [@ EE . I'

undetermined




Comprehensive Report (Cont.

s State of an ISP

IP Address | Details [Hostname|username[Operating System
203.130.2.17 il 8 A A probably Unix

s 203.130.2.17
d: kha!,ral super net.pk
; : probably Unix
l_:l Alerts

L) FTP alerts

Ft Exusm Full Path
) sing full path. This !
Irl’rllrrn:i’rlllr'l or mean that the fip server is misconfigured.

2 Mmail alerts
Eemote Buffer Overflow in Sendmail
il wersions from 5.79 to 8.12.7 are vulherahle to this buffer

we. mitre.orgfcgi-hi ‘enarne. cgitname=Cah-2

) service alerts
Telnet service is running
i ice i ive information




Comprehensive Report (Cont...)

s SNMP Details

202.147.176.251 [ gwpsh ] Cisco 2620
IP Address : 202.147.176.251
Hostname : gwpsh
Cperating System : Cisco 2620
Time to live : 0
Bl sSNMP info (system)
sysDescr - Cisco Internetwork Operating System Software _ I0S (tm) C2600 Software
BO0-IS-IMY, W '53T1, RELEAS E (fcl)_ Copyright {c) 1986-1999 by cisca
tems, Inc.__Compiled Tue 17-Aug-99 14
sysUpTime - 6 days, 2 haurs, 50 minutes, seconds
syshame - gwp!
Object ID -
Yendor - cisco




Comprehensive Report (Cont...)

An educational institute running a Trojan

Scan target : www. bol.edu.pk [ 1 computers found ]

1P Address|Details|Hostname|username|operating System
202.5.149.3 i & A windows

202.5.149.3[ ] Windows

IP Address : 202.5.149.3
Operating System ! Windows
Time to live : 128

ﬁt TCP ports - 1 open ports
1045 [ RASMIN ]

2 Alerts
Backdoors
RASmin {1045




Individuals™ Info

s Users of an ISP

IP Address

202,125,

Hostname

DEB1G2
SUPER
Fayz
ARIF
SERVER

DREAMCATCHER

LAl A ey b
W O |__|£ |__|! ik '

PEMTIIIASAD
AMIADALI

Username
(Mo one logged on)
(Mo one logged on}
EVERY
SUPER
FAYZ
ARIF
(Mo one logged on)
(Mo one logged on}
(Mo one logged on)
DREAMCATCHER
(Mo one logged on}
(Mo one logged on)
(Mo one logged on)
W ADDAS
FEMTIIIASAD
ArIaDA]T




Tools

s Snapshots of 7 out of more than 215 used




Tools (Cont...)

s Country Info

- eXpress IP Locator v1.2.1 (build 40 } ]

or Hostname  Damain Countey

Copyright &

http




Tools (Cont...)

TJPingPrn 1.2.1 UNREGISTERED COPY - Please register after 30 days. = IEllil
Toolkit Log “Wew Info

Fing Lookup Trace SeqScan | ListScan | ISPinger |Enable Log] Options | System Tray E xit

Profile Mame: | IF Addr/DNS Mame: =] [ Eddrie |
Profile Name | IP Address/DNG Name | | |

—Ping
F'an:kets:l b Timecnut:l ] Size:l B3 "-.-"Efl:u:l‘“r’ES Statz | YES Flet.Data:I MO Eeep:l NO Frag:l"‘r’ES

—Trace |SPinger Other

Hops:| 30 Names:l MO .-'-‘-.du:lress:l Intew:l B0 Lu:ug:l MO Warn:l"r’ES Snrt:l MO

|\Status: WinSock 2.0 Stared OF, ISPinger: Inactive | | i




Tools (Cont.

=4 SuperScan 3.00 ] =10 x|

Hostname Lookup Configuration

Timeout Scan

o £
2000 o =
Conniect g orly |
5000 wery port in fis IEI

¥ Igru.nn:eIF' Read
[T | Extract from file _I a000

W 127.001 locahost

W 127.002 [Unknown)

W 127.003 [Unknown]

W 127.0.04 [Unknown)

W 127.005 [Unknown)

W 127006 [Unknown]

W 127.007 [Unknown] Collapse all

W 127.008 [Unknown] S
wpand all
W 127009 [Unknown] _I

W 127.0.010 [Unknown] Prune |




Tools (Cont...

= SNMP (Can download strings)

§ 'SNScan 1.05 -- Copyright © Foundstone Inc. — http:/ /www.foundstone.com

IP addresses to scan
H 1P > | EndIP

Start IP il
EndIF ﬂ

ad [Pz fran file

SHMP community string Scan control

2 Hame |:|u|:-|i-::




Tools (Cont...

= Multiple 1

\-h. Winfingerprint 0.5.9

Input Options
& IP Range " IP List
o gle Host ghborhood

arting IF Addr ¥ Registry

Mull s = MBT :
[y ke Information

V¥ netg ares isks W

¥ Date and Time ™ Groups [~ Event Lag

¥ Ping H [ TCP Po n Range:
¥ RPC Bindings [” UDF Po




Tools (Cont...

= Multiple 2

[#” - NetScanTools 5.1

File Wiew Help

J MetScanTools. Because vou need ta know what's out there. [tm)

YW elcome
Automated

Port Scanner Use this feature to detect open TCP ports on a target compter .
HEVER. scan a computer you do not own or have the owner's permission to scan.

Tools

1% Tools (alpha order) Target Hostname or Start IP Address Start Part I—

& Database Tests |1 27.001 j B} |1 % Scan Single Host

{E Elngerh End IF Address End Part & ScanlF Range agaUd
auncher

i Mame Server Lookup |1 27.001 j E |25Ei ¥ Show nonresponding parts

o Bl NetBIOS Info 127 001
-Eé Metscanner
- Ping Scan Target(s) (..H 127.0.0.1
Port Scanner
"w, Simple Services
B TCP Term Connect Timeout [z
E IlmeSync 0 n
% Traceroute =
""" %E_. LRL Capture Wait After Connect [ms)
? Whals 2000 "
- = winsock Info =l
]‘%i. Tools {grouped) Scan Delay [ms)
-4 Ident Server Iﬁ
- 7a2 Help Wizard =l
: Set Preferences

B Target Computer List

Stop

kerge Drilldown

Online

Proaram Info

For Help, press F1




Tools (Cont...)

s Vulnerability Scan

#® Retina - Apache Chunked Scanner
Filz \iew Help

Retina - Apache Chunked Scanner

Products

] ~Scan

- Ty P PR PR S PP

el M Range scan Etart [P 000,000 . 000 . 000
Securel|5 B Show only vulnerable servers

o [ FRezolve scanned IPs End [P
T

S

— Connect

Retina
Server port “

A
=¥

S

Iriz

Server Mame | Banner | Result

4

eEye Digital Security. Ready




Scale Of Network Activity:

= Requests sent only on Port Scan
23 X 255 x 139 = 850,680

s Services identified
8,600+

m lools Used
215+




Limitations / Scope

Had limited time and resources

The amount of data collected and work done is in
accordance with the time frame, not with the targets of the

study

Scanning has been performed in the range of 139/65535,
on 24/53 NSPs

Tools used are only for Windows




Recommendations

Ask NSPs if this information should be available?
Ask them if they expect others to know this?
Do we need any legislation for info control?

This study is only a start — a more rigorous effort
would reveal even more info







