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� Malicious code prevalence
� The need to understand Malware
� Environment needed for analysis
� Reverse Engineering
� Conclusion
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� Malware : Malicious Software/Code 
� Malicious Code : All and any programs 

(including macros and scripts) that are 
deliberately coded in order to cause an 
unexpected (and usually, unwanted) 
event on a PC or other system. 
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From Trend Micro, 16 Jan, 2004
Computer World Article :
“ It is estimated that PC Viruses cost 

businesses approximately $55 Billion in 
damages in 2003. 

The same calculations in were done in 
2002 and 2001, at $20-30 Billion and 
$13 Billion, respectively.”
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� When is the outbreak happening
� How to protect our assets against 

infection 
� If infected how to respond
� If infected did I acquire a sample 
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Symantec27:10
McAfee26:11
Esafe17:16
TrendMicro13:06
Sophos12:22
F-Prot09:16
F-Secure09:08
BitDefender08:21
Kaspersky06:51
VendorHH:MM
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� EMC’s Vmware
� Symantec’s Norton 

Ghost
� Ethereal 
� Nmap
� SNORT 
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� Behavioral analysis
� Code analysis
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� Packers
� Embedded text
� File system changes
� Registry changes
� Network ports 
� Network shares
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� Tools : 
� PeID, UPX Unpacker

� Common Packers : 
� UPX, TeLock, AsPack, PeSheild
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� Packer information
� Passwords
� IP addresses
� IRC servers 
� Mutices
� “Hidden Messages”

� Tools : 
BinText, UltraEdit,
Binary Text Scan
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� Tools : 
� InCtrl, Winalysis, Installrite

� New files created
� New directories 
� Network Shares
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� Tools : 
� InCtrl, RegMon, Winalysis

� Auto start entries
� Disable/Activate services
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� Tools : 
� Netstat, fport, nmap

� Backdoor access
� Spreading mechanism
� Spam relay
� Mail server
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� Tools : 
� IDAPro, Ollydbg, SoftICE

� Step through assembly code 
� Map functionality
� More in-depth understanding of code
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� Multiple Vendor Scanner
� Virus Encyclopedias 
� Google 
� AVIEN.org (and other mailing lists)
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� Antivirus is not enough to protect 
network

� IT personnel need basic skills to 
analyze viruses safely

� Behavioral analysis is within reach of 
most power users

� Code analysis is more complex but can 
be attained with practice
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