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Honeynet Project

» Volunteer organization of security professionals.

= Open source, sharing all of the research and
findings.

» Deploy networks around the world to be hacked.

= Goals

= Awareness: To raise the awareness of threats that
exists.

= |Information: For those already aware, to teach
them and inform about threats.

= Research: To give organization the capabilities to
learn on their own.
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Honeynet Research Alliance

= Started in 2002, the Alliance is a forum of organizations around
the world actively researching, sharing and deploying honeypot
technologies.

= Members (http.//www.honeynet.org/alliance/)
= Chinese Honeynet Project

The Spanish Honeynet Project

SIG"2 Internet Weather Forecast Centre

German Honeynet Project

Portugal Honeynet Project

Ga Tech Honeynet Project

French Honeynet Project

ltalian Honeynet Project

Pakistan Honeynet Project

West Point Honeynet Project

UK Honeynet Project

Honeynet Project at the University of Texas at Austin
Brazilian Honeynet Project

Azusa Pacific University Honeynet

NetForensics Honeynet

Internet Systematics Lab Honeynet Project - Greece
Paladion Networks Honeynet Project - India

Florida HoneyNet Project
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Honeypots

= Formal Definition: A honeypot is an information
system resource whose value lies in unauthorized
or illicit use of that resource.

= An information gathering system, built to be
compromised while being watched.

= Has no production value, anything going to or from
a honeypot is likely a probe, attack or compromise.

= Low False Positive Rate.

= Primary value to most organizations is information
* |ndication and Warnings to attack
= Network Defense Intelligence (Info about attacker)
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Types of Honeypots

= L ow-interaction
» Emulates services, applications, and OS's.

» L ow risk and easy to deploy/maintain, but
capture limited information.

= High-interaction
= Real services, applications, and OS’s

= Capture extensive information, but high
risk and time intensive to maintain.
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Building Blocks

= http://www.honeynet.org/papers/honeynet/
= A Honeynet is a network of high interaction

Honeypots.
= Data Control
= Data Capture
= Data Analysis
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Data Control
= Layer 2 bridge

= |ptables (packet limiting)
= Snort Inline (packet scrubbing)
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Data Capture

= Snort

» |ptables logs

= Sebek
» Designed to record volatile host data.
= Specifically Keystrokes
= Hidden kernel module or patch.
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Sebek

= Sebek Data Capture tool
= kernel space tool that monitors sys read call
= covertly exports data to server.

» Used to monitor keystrokes, recover files, and
other related activities even when session
encryption used.

= http://www.honeynet.org/tools/sebek/

L \
- /--_, "—-\

Capture host based data: ld----{----: Internet )
Syslogs and Sebek Intruder \‘“-*\E_ /--/
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Capture network based data:
packet captures, IDS, Firewall,
0S Fingerprints, and netflow.
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roo Bootable CDROM Honeywall

= Download
» hitp://www.honeynet.org/tools/cdrom/roo/downl
oad.htm|
* Improvements of roo
* |nstallation
= Operation
= Maintainability
= Online Documentation
» Data Capture
= Data Analysis
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Installation

» FC3 based
= Single CD, Bootable install iso (340 MB)
» Custom ks.cfg file (about 235 minimal rpms)
= 3-5 minutes install (hands off)
» |ockdown script runs on first boot
= Bastille
= CIS
= NIST
= Auto-config on 1st boot via floppy.
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&N Test - VMware Workstation
File Edik Wign W Power Snapshok wWindows Help

W 00 | ¥ | B snapshot B ] k2d

This is the Honeynet Project’'s Honeywall Bootable CD.

HUHHHHBHHHHHEH B HHHHHEH T
# #
# tr1tt — L ARMING — 1ttt #
H Continwing will overwrite existing Hard Drive #

i E:
S 0
Hit F1 for help.

Hit (returnl) key to overwrite existing hard drive. ..

A0 vou do not have ¥Mware Tools installed. % s i |
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Operation of roo

= Command line tools for operation
* Improved Console/SSH Dialogue Menu
= Shiny new Web User Interface (SSL)
* Role Based Authentication
» System Management
= Status
» Clear Logs
= Configure
» Data Analysis (walleye)
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Maintainability of roo

» Entire System is RPM based

= Yum updatable

= Fedora Core
» DAG Repo
* Honeynet.org Repo
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roo Documentation

* http://www.honeynet.org/tools/cdrom/roo/manual
* http://www.honeynet.org.pk/noneywall

i
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Walleye
“Eye on the Honeywall”

= Web based Honeynet data analysis tool

» Focus on big picture, Intrusion Sequence
comprehension

= Don't attempt to be monolithic solution.

21



Walleye

Honeywall Administration

& hups://192.168.1.250/admin/honeyAdmin.pl = v | ([CF

2

Thu Mar 24 10:38:45 2005

The Honeynet Walleye: Honeywall Web Interface

PERBOFIRERCRET

Data Analysis | System Admin Logout

Welcome to the configuration setup of your Honeywall Gateway. The following pages will
[0S Administration help you configure your Honeywall gateway.

G- Honeywall Administration
[#-Honeywall Configuration
?---Manage Users
[H-System Status

Done 192.168.1.250 @
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=) Mozilla Firefox
File Edit ew Go  Bookmarks Tools  Help

<J:| = |:> = @ @ & hibps:ff192.168.41. 10 walleve . pl

& Cetting Started 5 Latest Headlines

T he Hon

5P

eyne wWalleyve: Honeywall Web Wed Jun 15 10:23:19 2005
E 3 T '-E-' Il"ItE:I'fEICE Logged in as adrmin

Data Analysis System Admin

Online Sensors

Honeywall: 22222465026 Created: Tue May 21 05:14:31 2005 Last Update: Wed
Jun 15 10:23:11 2005

Bidirectional Total 2000
In Cat In gt T
con  ids con ids con ids con  ids
1}
Lhedy 0 2 2 = 2 4 4= A 1oz0n 1Sz 00 Zzan 10z
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Either 0
Prefix Part
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Fcap Fi I._e bt

[ Submit Cluerny ]

Done 192.168.41.10 [
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Mozilla Firefox —

ﬁ @ https://192.168.1.250/walleye.plPact=overviewdsensor=3232236026 v O(C

Thu Mar 24 10:57:07 2005
Logged in as admin

Walleye: Honeywall Web Interface

The Honeynet
P i'ﬁ {!J | .' C 1, h
Data Analysis System Admin o

Online Sensors Sensor Details for 3232236026

Honevwall: 3232236026 Created: Thy Mar 24 02:00:14 2005 Last Update: Thy Mar 24 10:55:50 2005 Sensor ID: 3232236026 Sensor Name: HODC}’WE"Z 1232236026
Bidirectional Total 2000 - Ly Install Date: Thu Mar 24 02:00:14 2005 Last Update: ~ Thu Mar24 10:55:30 2005
In Out In Dut H ! ! i State: online .
con ids con ids con ids con ids " | | i fi??:?i E}?w?f:?
r il 1 l L atitude: ngitude:
o & @ 7 10 e o "o 1100 2200 10z Network Type:
48 hour 0 0 § 1 - 0 100 14 [ KBytes Transfered [IN-10 Alerts Notes:
Honevwall: 3232236028 Crented: Th Mar 24 10:12:7 2005 Last Update: Tha Mar 24 10:55:31 2005 Local Top 25 Remote Top 25
Bidh‘ect‘ionn[ Total 2000 —— N Flags Host Connections  [DSevents  Host Connections IDS events
| | | | 3
In Out In Out ol I | | }‘;Eﬁ:g} 321 Irtl ‘]10 192.168.0.12 2 0
con ids con ids con ids con ids L | | | i .
lhour 0 0 7 1 1 0 30 14 ol | | L 192.168.1.124 34 0
10:00 18100 2200 10201 192.168.1.120 33 0
48 hour 0 0 7 1 ! 0 0 14 [T KBgtes Transfered [IN-10 Alerts 192 168.1.122 4 i]

Dane

192.168.1.250 @
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=) Mozilla Firefox
File

Edit Wiew Go

’ izetking Started G0 Latest Headlines

Bookmarks Tools  Help

E_/;\[ # https: /192, 165,41, 10fwalleve.pltact=tree;sensor=32532246026; prc (7] @ G0 El

T he Hﬂ-neynet wWallewyve: Honeywall Web

rrrTOT E ® Interface

Data Analysis

System Admin

Process Summary
Host IF: 192.165,1.10 Wiew this process"s connections:
PID: 1712 WView all connections from this process tree:
Fir=t: Tue Jun 14 20:22:55 2005 Wiew Process Tree for this Process:
Lask: wed Jun 15 10:33:00 2005 Wigw Details far this Process:
s
Commands:
==hd
Process_Tree
)
386 2 387 4
Host: 192.168.1.10 Hos=t: 192,168,110
PII3: 2639 FlL3: ELET
sshd sshd
388 7
Host: 192 168.1.10
Pl B4
bash ==hd
419 9 4200 10 421 11 422 12
Host: 192 168.1.10 Hosi: 192 168.1.10 Host: 192 168.1.10 Host 192 168.1.10
FIT BEBTS FI: BATH FI BATT FIT EATE
w date ps cat
Crane 192.165.41. 10 =4

el
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4
Host T.25
FID: (131153
bindtty

s
Host o T.25
FID: BEOT

zh

B
Host 2 ADDeDieE. 25

PID: BE11

openss l-too=

a, 1]
Hosts TEose Lede 25 Host: TEse Leda 26
PID: 1 PID: 1
init init
3 2
Host2 i Host:
PID: GG NS PID:
bindtty
ATTACK-RESPONSES ATTACK-RESPONSES ATTACK-RESPONSES Hosti | SESORU00ET —a 2B
id check returned useri id check returmned root id check returmned root FID: SE4E
httpd
g
ATTACK-RESPONSES ATTACK-RESPONSES Hast: L 26
id check returned useri id check returned root PI0: SEB7E

zh  httpd

/ —
1z &

HISC

OpanSil Horrm traffic

14 9 10
Host2| oo ____._. 26 Host 2 S [ 172 - 26 Host=2| ________._. 26 Host: [ ________._. 26
FID: SESE FID: SEST FID: SESE FID: SEE3 FID: Se54
1= bazh ptr  =h uRare id
ig 17 15
Host: ITRTT T2 Hosts | o0 mnomr TO26 Hostz| <7777 TL2E
PID: EEan PID: geal PID: SEE3
id bindttu whio
Sebek Data related to Snort Event: S5ID=1, CID=15%20
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What you are seeing?

= Display shows a process tree and its associated
IDS events.

= Created by querying on a single IDS event.
* Yellow Boxes are root processes

= Cyan Boxes are non-root processes

= Red Boxes are IDS events

= Red Arrow represents direction of flow associated
with event

= Only displaying IDS related flows.

= Graph automatically generated from DB with
graphviz tool from ATT.

= Notice anything odd about the graph?

28
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1 [
Hozt 1 || SRR w25 Hastz | ooooooois 26
PIO: 1 PID: 1
init init
) z
Host:| =0 = == Hast: e
PID: BEI5 PID: E534
bindtty bt ted
I
| \\ |
Hosti] onimaiiings 0 CHERESPONSES ATTACK-RESPONSES ATTACK-RESPONSES [T 26
PID: 5 05 id check returned useri id check returned poot id chack ratursed root PID: Shan
bindtty " htted
B
Hosts| =ota—- .25 ATTACK-RESPONSES ATTRACK-RESPONSES i 26
PIO: 6607 id check reburned useri id check returned poot PIO: D 5676
zh bas] hitpd
B 15 14 B ]
om0 [Heske| mromaze | [THesta] coooicioiiizs | [ THestr| oo BT HU’-.. __________ L 26 Host:| ... ... W26 Hostr]| ... L26
.
BB 11 5557 L™ " ) FIO: ) PID: D
i bash Ftr sh [ id
Y
16 = 15
HISC Host:| 77 77 i) Hogt:| 77 77 T8 Hogtz| 77 77 26
Opensil Horm traffic FID: Sea0 FID: 5691 FID: 5659
id bindbty whe
Sebek Data related to Snort Event: SID=1, CID=1520




Phishing

* The act of sending an e-mail to a user
falsely claiming to be an established
legitimate enterprise in an attempt to scam
the user into surrendering private
information.

» Phishing attacks use both social
engineering and technical subterfuge to
steal consumers' personal identity data
and financial account credentials

30



Pakistan Honeynet Project

Phishing Phacts

= Fact: A research report in 2004, estimated that
57 million people had received online Phishing
attacks, costing banks and credit-card issuers
over $1.2 billion in 2003 alone

» Predictions: Phishers are beginning to target
employees within organizations, attempting to
gather valuable network identification and
passwords that can result in the loss of
confidential information or lead to security
breaches.
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Event

= Compromise

= Downloads Phishing Website

» Hosts Phishing Website

» Downloads Mass Emailing Tool
= Sends Phishing Email

= Connects to IRC
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Compromise

SSH brute force attack
= Password was set very simple
After getting access:
= Downloads Phishing Website
= Copies to /var/www/html
» Publish it on web server
After setting up phishing website:
* Downloads Mass Mailer
» | oads up address book
= Starts sending email
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